Risk is present in all human activity and its magnitude is a function of the probability of an event and the severity of its consequences. Incidents not only can adversely impact on the marine terminal operator's business and financial standing but can also affect the continued public acceptance and support for the port's operation. Risk assessment methodology provides a decision-making basis and essential information that can be used to reduce the probability of incidents occurring or mitigate their consequences. This paper provides an overview of a risk methodology approach as applied to marine terminals using the "risk matrix".
Introduction
The objective of risk management is to identify higher risk situations, to assess them, and to determine prevention and mitigation measures to reduce risk to an acceptable level. Risk from marine terminal operations can affect personnel health and safety, the environment, and the public; and can impose financial losses on the terminal. This paper describes the Risk Matrix methodology and provides an example for its use in assessing risk.
The Risk Matrix (Figure 1 ) is a knowledge-based, qualitative screening tool for classifying the probability and consequences for a potential incident that may occur during an operation or task and assigns a risk level for the defined scenario. It is a simple, straightforward template for establishing a decision-making basis for problems that often include intangible factors. The value of the Risk Matrix lies not so much in establishing a specific risk level but in helping to evaluate relative risks and risk reduction as a result of subsequent prevention and/or mitigation steps. Based on the current risk level, a terminal may decide if immediate risk reduction action is necessary, whether a cost-benefit analysis is appropriate, or may conclude that the level of risk is acceptable.
The risk assessment matrix is advocated because it:
Provides a rapid assessment of risk. Is easy to use. Provides consistency across organizations. Allows a broad view of the terminal and the impact of the incident scenario on the community. Can account for the public "outrage" factor.
Risk Assessment Process
Risk assessment of marine terminals is most effective when performed by a team of 3-4 persons who "collectively' have a thorough knowledge of matters related to vessel operations, berthing and mooring, product handling and cargo transfer, safety shutdown systems, emergency, and oil spill response. At least one member of the team should have experience using the risk matrix. A typical team includes an experienced berth operator or supervisor, a marine representative from a shipping company whose vessels call at the terminal, and a marine terminal engineer. It is important that the experience and judgement of the team, supplemented by incident reports and industry experience be fully utilized during the assessment.
The process involves the following steps:
1. Identify concerns and potential hazards. 2. Define a scenario. 3. Determine probability. 4. Determine severity/consequence. 5. Assess the level of risk using the matrix. 6. Define prevention and mitigation measures and reassess risk level. Each of these steps is discussed in the following sections.
Identification of Hazards
The first step is to identify potential hazards. Hazards are the conditions or events that may cause an unwanted incident. Potential incidents may involve personnel injury, fires, explosions, releases of flammable vapors or spills, and damage to equipment/facilities. The hazard identification process usually focuses on incidents that occur due to human error, equipment failure, and external factors such as environmental conditions (wind, waves, currents, etc). Examples of typical hazards at marine terminal are provided in Table 1 . The hazard may exist in the current operation or facilities or may occur as a result of recent or upcoming changes at the terminal.
One approach that has been effective for identifying hazards at marine terminals is to break down the terminal operations into major operational categories such as port passage, berthing, mooring, cargo transfer, etc. This helps the risk assessment team to organize its effort and ensure that no important hazards are overlooked. By breaking down the categories into a series of small steps, one at a time, the team should be able to develop a comprehensive list of "what can go wrong" during the operation. 
Developing the Scenario
The next step is to develop a detailed scenario. The hypothetical scenario outlines the background conditions; the sequence of events leading to an incident (and subsequent events); the equipment and personnel involved; estimates of financial damages and injuries; and, other public, environmental, and economic impacts.
Scenarios are developed using conditions and potential failures or errors identified in the hazard identification phase. More than one hazard can contribute to an incident. The scenario should be as detailed as possible, to aid in estimating severity and probability. An example of a hypothetical mooring scenario follows: 
Estimating Probability
The probability is determined based on the sequence of events in the hypothetical scenario. The Risk Matrix defines five probability levels based on the frequency at which the hypothetical scenario is likely to occur during the lifetime of the terminal. The probability levels are stated in Table 2 : In selecting the frequency, the team should discuss the scenario and reasons for the probability level and strive to reach a consensus. When a consensus can not be reached, the higher probability level under consideration should be selected. The team may either discuss the frequency for the scenario as a whole, or it may discuss and determine the frequency of each of the initiating events and subsequent consequence outcomes in order to set the frequency of the scenario.
Probability levels are not to be based solely on the past history at the site. The team should also use their experience and knowledge about the frequency of similar events throughout the company and the industry. However, the probabilities/frequencies from industry terminals may require adjustment to properly account for local operating conditions and control measures that may be different at the terminal as compared to other industry terminals. For the example scenario, the following information is known/available for assessing the probability level:
The berth operator recalls a few near misses during the past few years involving mooring line failures during certain wind conditions and recalls a breakout incident at the terminal about 15 years ago. There is limited data on mooring incidents at other industry terminals that are directly relevant to this scenario. However, Reference 1 indicates a frequency with an order of magnitude of about 1 per 6,000 vessel calls for mooring breakout incidents. At the rate of 100 vessels per year calling at this terminal, the above incident frequency infers that a breakout may occur at the terminal every 60 years (1/6000 breakout per call *100 calls per year = 1 breakout in 60 years). Based on the local and industry experience, the probability of the example scenario is assessed as a Level C --Possibility of Occurring Sometime.
Assessing Consequence
The risk matrix methodology groups consequences into four general categories: the health and safety of terminal personnel and the public, public disruption, the environment, and company economics (Table 3) . A severity level is assigned for each of the four categories based on the stated events in the scenario. The highest severity level assessed for any of the four categories sets the level for the overall scenario. Other/ <$100 K Health and Safety is defined by the extent of injury to workers or the public. In most cases, the workers are more likely to sustain injuries. However in some cases such as a liquified gas vapor cloud explosion, the public may also be vulnerable.
Public disruption is defined by the scope of the disruption and the size of the population affected. Public disruption may also be judged by the extent of media coverage. Major disruption to large communities might be expected to receive continuing national attention (Severity I).
Environmental impact can best be judged by the level of response anticipated. This level will be set by both the amount of material that is released and the environmental sensitivity of the affected area.
Economic impact is measured by the business loss to the facility or equipment damage plus the cost of throughput disruption. Economic levels are provided in Table 3 as a guide for terminals owned/operated by large corporations.
The severity levels may also be determined by the duration of terminal downtime caused by the scenario: I ->6 months. II -1-6 months. III -1 week-1 month. IV -<1 week.
For the example scenario, the severity of the economic impact would likely govern and would probably be assessed as Level I or II depending on the size of the company and the pending lawsuits.
Categorizing the Risk Level
Use of the risk matrix allows the scenario to be further categorized as a higher, medium, or lower risk. This categorization can be standardized according to the shaded areas/boxes on the Risk Matrix (Figure 1 ). Higher risk levels require a greater and more immediate response. Appropriate responses to the risk level may be:
Higher: Take steps to reduce the risk to at least a medium level. Medium: Identify risk reduction options and perform a risk-benefit analysis. Lower:
Address as part of normal, ongoing improvement process if procedures or training is identified. Large facility investments are usually not justified.
Defining Risk Reduction Measures
The final and most important step in the risk assessment process is the identification of risk reduction measures. Risk can be reduced by prevention steps that reduce the probability of the scenario or by mitigation steps that reduce the severity.
For the example scenario, some risk reduction measures that may be considered are stated in Table 4 : Pre-deploy containment booms around heavy fuel oil ships M2 Establish safe wind limit for cargo transfer shutdown and disconnection of transfer equipment Usually, any one risk reduction measure will not change the position of the scenario by more than one level on the probability or consequence scale of the risk matrix. Two or more measures should be implemented in order to reduce both the probability and severity level. The completed risk assessment of the example scenario is documented using a standard worksheet/format as shown on Figure 2 .
Conclusion
Risk assessment using the Risk Matrix methodology provides a rational decision-making basis to effectively manage risks and indicates when risk reduction measures are needed/justified to reduce the probability of incidents or reduce their severity. 
